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Warum ?

v

Einzelne Dateien verschlusseln ist aufwendig

Zum Bearbeiten muss man sie entschlisseln

v

v

Davon bleiben Spuren auf dem Laufwerk

v

Daher: Verschlusselte Dateisysteme sind besser



Was ist...

» ein Laufwerk ? Festplatte, CD oder USB-Stick

» eine Partition 7 Zusammenhangender Abschnitt auf
einem Laufwerk

» eine System-Partition 7 Systemwichtige Software
enthalten

» ein Dateisystem 7 Verwaltungsinformationen, um Dateien
abzulegen

» eine Datei 7 Eine Folge von Zeichen

» und mehr: Dateiname, Besitzer, Rechte, Metadaten...



Warum TrueCrypt ?

v

Open Source

v

Windows, Mac, Linux

Stellt verschliisselte Laufwerke bereit

Wird als sicher betrachtet

Schon lange in Entwicklung und Gebrauch (10 Jahre)
Abstreitbarkeit

Tarnbetriebssystem (nur Windows)

Aber:
» http://istruecryptauditedyet.com/

v

v

v

v

v

» Offenes Problem: Unsicheres Betriebssystem!



Aber Vorsicht

A CRYPTO NERD'S
1 IMAGINATION

HIS LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR
ELUSTER To CRACK \T.
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1 ACTUALLY HAPPEN:

WHAT WoULD

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH
THIS $5 WRENCH UNTIL
HE TEJ.lS U5 THE PASSWORD.

GOT IT,

“/Q




Verwendung

v

Runterladen

Installation

v

v

Anlegen eines Beispiel-Volumes/Laufwerks/Partition

v

Zugriff auf Beispiel-Laufwerk

v

Datei darauf ablegen

v

Zugriff beenden



Heruntergeladene Datei
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%v Computer ~ Windows7_OS (C:) = Users = pi = truecrypt - lﬂ_}j | Search frueaypt @I

Organize » Indudeinlbrary »  Sharewith »  New folder = - E;l @

& Downloads 2 e Date modified | Type | Size | |

2] Recent Places
1% TrueCrypt Setup 7. 1a 2/25/20148:13PM Application 3,386 KB
A Libraries
@ Documents
J’ Music
5] Pictures

8 videos

;.; Computer
& Windows7_0S {C:)
1. DRIVERS
| Intel
li mfg
| Perflogs
J Program Files
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Start der Installation

Open File - Security Warning

Do you want to run this file?

@ Mame: C:YUsers'piltruecryptiTrueCrypt Setup 7. la.exe
Publisher: TrueCrypt Foundation
Type: Application
From: C:\Users\piltruecrypt\TrueCrypt Setup 7. 1la.exe

[+ Always ask before opening this file

patentially ham your computer. Only run software from publishers

li‘i) While files from the Intemet can be useful, this file type can
2 you trust. What 's the risk?




Lizenzabfrage

JRRIE

Please read the license terms

‘You must accept these license terms before you can use, extract, or install TrueCrypt.

IMPORTANT: By checking the checkbox below, you accept these license terms and signify that you
understand and agree to them. Please dick the 'arrow down' icon to see the rest of the license.

TrueCrypt License Version 3.0 ﬂ

Software distributed under this license is distributed on an "AS IS™ BASIS WITHOUT WARRANTIES OF
ANY KIND. THE AUTHORS AND DISTRIBUTORS OF THE SOFTWARE DISCLAIM AMY LIABILITY.
ANYONE WHO USES, COPIES, MODIFIES, OR (RE)DISTRIBUTES ANY PART OF THE SOFTWARE IS, BY
SUCH ACTION(S), ACCEPTING AMND AGREEING TC BE BOUMD BEY ALL TERMS AND CONDITIONS OF
THIS LICEMNSE. IF YOU DO MOT ACCEFT THEM, DO NOT USE, COFY, MODIFY, NOR. (RE)DISTRIBUTE
THE SOFTWARE, NOR. ANY PART(S) THEREOF.

1 Definitions

1. "This Product” means the work (induding, but not limited to, source code, graphics, texts, and ;I

[™ 1 accept the license terms

TrueCrypt Inskaller

Help = Back I [exh = I




Installation

&> TrueCrypt Setup 7. o ] 34
Wizard Mode

Select one of the modes. If you are not sure which to select, use the default mode.

* Install

Select this option if you want to install TrueCrypt on this system.

" Extract

If you select this option, all files will be extracted from this package but nothing will be
installed on the system. Do not select it if you intend to encrypt the system partition or
system drive. Selecting this option can be useful, for example, if you want to run
TrueCrypt in so-called portable mode. TrueCrypt does not have to be installed on the
operating system under which it is run. After all files are extracted, you can directly run
the extracted file TrueCrypt.exe' (then TrueCrypt will run in portable mode).

TrueCrypt Inskaller

Help < Back Cancel




Optionen

&> TrueCrypt Setup 7. o ] 34
Setup Options

Here you can set various options to control the installation process.

Please select or type the location where you want to install the TrueCrypt program files. If the
spedfied folder does not exist, it will be automatically created.

I C:\Program Files\TrueCrypt} Browse... |

™ 1nstall for all users

¥ Add TrueCrypt to Start menu

W Add TrueCrypt icon to desktop

[V Associate the .tc file extension with TrueCrypt
[ Create System Restore point

TrueCrypt Inskaller

Help < Back Cancel




Installation erfolgreich

Truelrypt Setup El

:l TrueCrypt has been successfully installed.




Erster Start von TrueCrypt

i

Volumes System Favorites Tools Settings Help Homepage

Drive | Volume | Size | Encryption algorithm | Type | -
Gl E:
g
G
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e
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i R

e 5 =l
Create Volume I Yolume Properties. .. I Wipe Cache I
—Volume
| =1 Select File.... I

[ Mever save histor
- v Volume Tools. .. I

Select Device. .. I

|| Mount I| | Auto-Mount Devices || | Dismount All || | Exit ||




Anlegen eines verschlisselten Laufwerks

L6
TrueCrypt Volume Creation Wizard

{* Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users,

Mare information
" Encrypt a non-system partition/drive
Encrypts a non-system partition on any internal or external
drive (g.g. a flash drive). Optionally, creates a hidden volume.
" Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots, Optionally, creates a hidden system,

Mare information about system encryption

= Barck I MNext = I Cancel




Volume Type

L6
Volume Type

+ standard TrueCrypt vol

Select this option if you want to create a normal TrueCrypt
volume,

" Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume,

More information about hidden volumes

Help < Back Cancel




Volume Location

TrueCrypt Volume Creation Wizard - | Dlﬂ

Volume Location

| D:\secondstore j Select File... |

[¥ Never save history

A TrueCrypt volume can reside in a file (called TrueCrypt container),
which can reside on a hard disk, on a USE flash drive, etc. A
TrueCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file), Click ‘Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, TrueCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
TrueCrypt container. You will be able to encrypt existing files (Jater
on) by moving them to the TrueCrypt container that you are about
to create now.

Help < Back Cancel




Verschliisselungsoptionen

L6
Encryption Options
—Encryption Algorithm

= | Test |

FIFS-approved cpher (Rijndael, published in 1998) that may be
used by L5, government departments and agendes to protect
dassified information up to the Top Secret level. 256-bit key,
128-hit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES Benchmark |

—Hash Algorithm

Evhirlpoal Information on hash algorithms

Help < Back I MNext = I Cancel




Grosse des verschlusselten Laufwerks

L6
Volume Size
500 KB * MB  GB

Free space on drive D:\ is 3.17 GB

Flease specify the size of the container you want to create,

If you create a dynamic (sparse-file) container, this parameter wil
spedfy its maximum possible size.

MNote that the minimum possible size of a FAT volume is 292 KB.
The minimum possible size of an NTFS volume is 3792 KEB.

Help < Back I MNext = I Cancel




WICHTIG: Passwort

TrueCrypt Volume Creation Wizard - | Dlﬂ

Volume Password

Password: I einfach

Confirm: I einfach
[~ Use keyfiles

Keyfiles,.., |
v

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words), It should
not contain any names or dates of birth. It should not be easy to
guess, A good password is a random combination of upper and lower
case letters, numbers, and spedal characters, suchas @ ~ =$* +
etc. We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length is 64
characters.

Help < Back I MNext = I Cancel




Warnung!

TrueCrypt Volume Creation Wizard

WARNING: Short passwords are easy to arads using brute force
techniques!

We recommend choosing a password consisting of more than 20
characters. Are you sure you want to use a short password?

Yes |




Formatierung des verschlisselten Laufwerks

¥ TrueCrypt Volume Creation Wizard =10 x|

Volume Format

~Options
Filesystem IFAT j CIusterIDefauIt j [~ | Dyraniic

Random Pool: DD24E705A46B551BESBA49533DA935EF. W

Header Key:
Master Key:
| Abart |
Daone | Speed | Leﬁ|

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better, This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.

Cancel

Help <Back |{ Format |




Laufende Formatierung

TrueCrypt Volume Creation Wizard

Volume Format

~Options
Filesystem IFAT j CIusterIDefauIt j [~ | Dyraniic

Random Pool: 287984BF9F1122049FTFED40B69D9206 W
Header Key: 81C72DB569F09CDIF3A3F2DCOCI3FI63..
Master Key: B89AD5B6CFEEA315D46C1552CEA06C02..

I

Done| 23.831%  Speed| 17.0MBEs  Left| 25

Abort

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better, This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.

Help = Barck I Earmat I Cancel

=101




Erfolgreich angelegt

TrueCrypt Volume Creation Wizard

:l The TrueCrypt volume has been successfully created.

X




Ausgang nicht verpassen

[ TrueCrypt Volume Creation Wizard

=101

Volume Created

The TrueCrypt volume has been created and is ready for use. If you

wish to create another TrueCrypt volume, dick Next, Otherwise, dick
Exit.

Help <Back || Next: | Exit




Zugriff auf Beispiel-Laufwerk

i

Volumes System Favorites Tools Settings Help Homepage

Drive | Volume | Size | Encryption algorithm | Type |;|

|
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“amT: Dr\testfile 499 MB  AES-Twofish Mormal

-

Create Volume I Yolume Properties. .. I Wipe Cache I
—Volume
| D:\testfile ;I Select File... I

¥ mewver save histary

Volume Tools. .. I Select Device. .. I

ll | Auto-Mount Devices || | Dismount All || | Exit ||




Laufwerk ist sichtbar

D Computer

U ~ Computer

lﬁ_]j | Search Computer

System properties  Uninstall or change a program ~ Map network drive  Open Control Panel =

B ‘ Lenovo_Recovery (Q:)
I
3.726B free of 11.7GB

Organize *
B Desktop ﬂ * Hard Disk Drives {3)
4 Downloads X
™ Windows7_05 (C:)
1l Recent Places -
142 GB free of 235 GB
Libraries
“ Local Disk (T2)
@ Documents -~
o Music 5 mrEreoETE
=] Pictures * Devices with Remavable Storage (1)
B videos
KINGSTON (D:)
8 Computer W7 316 GB fee of 365 G
‘& Windows7_05 (C:)
o KINGSTON (02)
%‘ Lenovo_Recovery

(a Local Disk (T:)

[T R—— El

§ | 7DOG Workaroup: WORKGROUP Memory: 8.00 GB
. Processor: Intel(R) Core(TM) i3-235...




Zugriff beenden

TrueCrypt

Volume contains files or folders being used by applications or
system.

Force dismount?




Fortgeschrittene Themen

» Non-System-Partitionen

» System-Partitionen

» http://www.truecrypt.org/docs/security-model
» Abstreitbarkeit: Plausible Deniability

» Tarnbetriebssystem

» Prufung bzgl. Verschlusselungserfolg
Sysinternals Suite, DiskView

» SSDs
» Forensics

http:/ /volatility-labs.blogspot.com /2014 /01 /truecrypt-
master-key-extraction-and.html|



SSD

Solid State Disk
Flash Speicher

Jede Speicherzelle vertragt nur kleine (10000) Zahl
Schreibvorgange

Losung: gleichmassiges Beschreiben, Wear-Leveling
Problem: Loschen ist langsam

Problem: Uberschreiben schreibt Daten woanders hin,
alte Daten bleiben gespeichert

Geschwindigkeit nimmt ab



